Securing the information
in your Windows or Mac world

has never been easier!

You think that it can’t happen to you — but it could.

Your laptop could be stolen in the airport. There goes your proprietary client
information. Think of what could happen if your data got into the wrong hands.
Well, you can eliminate that fiasco by installing SecuriKey Professional Edition.
With SecuriKey, no matter how long a thief has your laptop, your data remains
untouchable and the computer, unusable!

SecuriKey Professional
The SecuriKey System

is based on security
software and a small
token that, when inserted
into a computer’s USB
port, acts like a key that
allows access for a specific
user. And just like your
car, no key - no go. Even
if someone guesses the
password, they will not be
able to log in or access
any data without the
proper SecuriKey token.

The SecuriKey System provides a solution that is easy to g
use, easy to manage, and highly affordable. Quick and
easy installation makes it a breeze to install on multiple
computers enabling you to secure your laptop, your
office computer, and your system at home, all of your
Windows PCs and Macs with just one package.

SecuriKey Mutli-User Options

SecuriKey Professional Multi-User Edition brings full scalable support for
multiple users to small offices, groups of laptops, and other shared computer
environments. SecuriKey Professional Multi-User Edition works independent
of the network configuration so it is a quick and dependable solution for data
protection and regulatory compliance.

The SecuriKey Professional Multi-User Edition includes one complete copy of
SecuriKey Professional Edition and any number of Multi-User Kits, depending
on the number of people or computers you need to protect. Set up an adminis-
trator, then add a Multi-User Kit for each additional user.

You decide which people can access each different computer and what files
they can access through the SecuriKey Protection Manager software. With flexi-
bility to grow as your business grows, SecuriKey Professional Multi-User Edition
is designed to grow with you. Adding additional users is a snap. Just purchase
additional Multi-User Kits when you need them, and you can quickly configure
access for the new people on your team.

System Requirements
MacOS X v10.3

v10.4 (PPC or Intel)
Windows XP Home

or Professional,
Windows 2000,
Windows 2003 Server
25 MB Free Disk Space
One Free USB Port

Solid security for
individual computers

scalable deployment for

entire groups.

SecuriKey.

PROFESSIONAL

Secured data... in the real world.




Identity Management
Access Control | Multi platform expandability
End point Protection

SecuriKey Professional is a two-factor user authentication system that brings
powerful security tools to small and medium businesses. Authentication and
security systems have traditionally been available to only the largest of compa-
nies requiring dedicated servers, intensive IT training and manpower for both
deployment and maintenance.

Core to the SecuriKey solution is a combination of hardware and software for
workstation access. A small USB token that contains custom ASIC encryption
technology, along with a password, combine for workstation login.

Tokens, computers, and users can be configured for single or multiple access
levels allowing for a wide range of configurations. Administrators can control
the level of access, the degree of security and the ease of use for each user, for
all users, and per individual workstations. Mulitple security hardening options
include protection from Windows Safe Mode attacks and government standard
(FIPS-197) AES-based encryption when used with Windows XP Professional and
Windows 2003 Server.

When the key is removed —- access is restricted. The administrator can assign
a number of responses to key removal including: computer shut down, user
log off, or a simple switch back to the login window where all background ap-
plications and process activity continue to be active. Only access is denied... a
perfect solution for file servers, or users with print queues or requiring continu-
ous network access.

SecuriKey Multi-User Edition
Each Multi-User Kit includes a unique matched pair of SecurikKey USB Tokens,
providing individualized identity and security.

Tremendous benefits

Sensitive proprietary information is always protected

Reduced risk of security breaches

Eliminates the threat of identity theft

Company secrets, medical records, and financial data are all safe

You decide who has full access, limited access, or no access to your data
A stolen PC no longer means stolen data — the data remains untouchable
Time stamped logins/logouts for audit trail security

Cross Platform

Virtually unlimited expandability

Add more protection as you add users

Ideal for administrative server systems and laptop fleets

SecuriKey is the solution

Provides Two-factor Authentication
Solves Insider Abuse

Solves Password Policy Problems
Protects Data on Stolen Laptops
Easy to Deploy

Easy to Maintain

Easy to Use

Highly Cost Effective

Some thoughts regarding
alternate authentication technologies...

PASSWORDS

For the most part, passwords come in two varieties, those
that are too simple, and those that are hard to remember.
Using our children’s or pet’s names are not advisable,
worse yet listing them on a sticky note. The problem is
not so much with passwords, but with how we use them.
Two-factor authentication, something you know, and
something you hold, has become the standard in the
bank and ATM industry for just these reasons.

SMARTCARDS

For most people, and for most companies, Smartcards are
not a viable solution. Setup and administration can be
exhaustive and difficult. Smartcards also require a dedi-
cated reader, an additional purchase that is expensive
and can be especially clumsy on a laptop computers.

PKI SOLUTIONS

At 10% technology and 90% policy, PKI can be effec-
tive... once installed and implemented. For a very large
corporation this may make sense, but for the 90 percent
of employees that work in small to medium businesses it
is just not a realistic solution.

PASSWORD REPLACEMENT

Available technology is often sold as a password replace-
ment, hoping to get around the issues outlined above
but is just as inneffective. Two-factor authentication
significantly lessens the likelihood that intruders will
penetrate your security measures.

ONE-TIME LOGINS

We all take breaks and leave our office unattended. One-
time logins allow opportunities for undetected intrusion.
A coffee break, lunch hour, or any other time you're away,
your system and your information are at risk. With Se-
curiKey, you simply pull the token when you leave. Your
computer can continue to check for Emails, print what is
queued... and background applications continue to run.
But, unauthorized access is denied.

BIOMETRICS

High-end systems that are truly effective can cost
thousands of dollars per station. And the affordable solu-
tions are still problematic. Cool as they are... they

are best reserved for the big screen ‘special agents!

FINGERPRINT SCANNERS

The technology is improving, but false negatives that
deny authorized access are still a problem. Stories of
gummie bear and silly-putty break-ins are not exagger-
ated. Hand lotion and dirt can also hamper accurate read-
ability. When this technology is both reliable, and afford-
able we will look to offer it as an option. In the meantime,
SecuriKey offers a more reliable solution right now.

FLASH DRIVES

Hardware encryption, like that provided inside of the
SecuriKey token, is a much stronger solution. Much of
this ‘freeware’ only protects the information on the flash
drive, leaving your hard drive and data accessible.

BACK DOORS

If your security solution is hardware (fingerprint readers,
flash drives, etc.) and comes with only one unit, then
there is likely a back door. Typically the back door is the
same for everyone. SecuriKey Pro comes with two keys,
so that if something happens... you lose your main key...
you still have a back up. And, as long as you have regis-
tered, we store enough information and can generally
ship a replacement key to you that day!
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